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[Bli: HTTP{HY

Hypertext Transfer Protocol (HTTP)

T. request

Cliant | Network I

M 2 rasponse

(Browser) (Inf-ernet) (Web Server)

https://www.linkedin.com/pulse/how-does-http-protocol-work-pandurang-patil/
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n PEGEIRE . ESYIREMSUEERE
s ETERIIEEX LB EMNIH TD R
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NFC Zigbee NB-IoT
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s 1. B MARNEETHY (WPAN)

O Bluetooth, Zigbee, Z-Wave

O Bluetooth4.0f53ZfF 13 RELMS MEFTE2324

O Bluetooths.0f5&XK{EIEE R]1A300m

0 E=4 Bluetooth/BLE Zigbee Z-Wave

TEsHzE 2 4GHz 2.4GHz/915MHz/868MHz  908.42MHz/868.42MHz
1Mbps(1.24%)/24Mbps(4ft

BAlEHEE Ps(1.20)/24MBPSEY e s 40Kkps
48Mbps(51%)

RAERIEE 300m 10m-75m 30m-100m

INEE (B AI{EMK) 15mA(BLE)/30mA(BR) 40mA 23mA
DEE M/ EIRIAH/ SRIAFN/BIRIGF

faFNES PRI
RIIRIAFN (BLE) PRI FN

RAXITTRE 232 65536 232
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n 2. ToER/EMEBE(EY (WLAN)
O WiFi: TEIRESREMY, mMASHRAWIiFi6
O {EHNEE: 2.4GHZF0SGHzRNMRER LY o] PRIAZ]9.6Gbps
O BmEE: BX55, Bt AEmiEEIA/LARE
O #ZIOER:
¢ MU-MIMO#zAMulti-User Multiple-Input Multiple-Output: {E[F]
— N EFIRZRE LR AZ B EREUE, XS T
IBEMERIR RS E
¢ OFDMA#;AROrthogonal Frequency Division Multiple Access:
B DS I IERFER, 26 S IS ARNRAARSE
& ARget Wake TimeEtRIBEERT(EIAN: —FpFBFT5RERULH],
ERTFLEEZSREAR (AP) IR ENEIDFEREIUAKR
(AR IREEL U TSRS HPEEWi-Fi 6RYIDFE
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n 3. PIEAPIFELE EARIESIN (WLAN) , #3056, B
SR8

o IRIZAI R
(Enhanced Mobile Broadband, eMBB)

¢ BENSEER
(Massive machine type communications, mMTC)

¢ [REESTTE
(Ultra-reliable and low latency communications, uRLLC)

n YIEXRIDIREINERACS . LPWANIRIIFETET 1ot

o {XF|BY: NB-IoT, LoRas

¢ ERTXHMERIEZESMEIERERABHNET R

¢ ERTRmRBAHTEMNERS], Be—CEBEENNATR

¢ TEURmRENEITEHE AL
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= &9

0 NB-IoT (Narrow Band Internet of Things) : B PJEAME—FIE
TFEEE MWRAHUERIOFES 8k (LPWAN) K, BT 3FAR
RPN IZEFRBAMIRLT, | iZNATFEEREIEEEER,
KIEE. (KA FH<EBEGRINETS

O {EHNERE: 160~250kbps

O Ih#E: 1IEE T{ERT&RKRIR/020-50mA, {(BREEHEEIATEY
TEERRRB3~50pA,

0 NApE: HE8E FegkE. SHeEERERR.

nnnnnnnnnnnnnnnnnnnn

100kperCell  \>~4—m—m—— </ T

NB-loT4Fra

Deep pzﬂl{;tur:tion Easygdeploy;nment 10+ y:;:w;:ﬁ;ry life
19
FSRiE: https://www.grandmetric.com/2018/02/16/narrowband-internet-of-things-nb-iot-an-overview/
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NB-IoT
. @A

0O eDRX: Extended Discontinuous Reception, IEiEEYAIELELEIN, &R
Im/ces AN BT IZE, RMBEEREHENERINS, RESERRY
(RAIREE, eDRXEEDRXEM FiH—S1ENREIREEA

0O PSM: Power Saving Mode, BRI, JRimHFANTHIASHT,
BETF X . E?jﬁlﬁ (IR EMAENZF, BERENKRELT A
RIXEHESE ﬂ}ﬂqf\

Tracking area

Update cycle
+—+—
PSM Terminal reachable eDRX

eDRXEPSMEAREE

ZE#k: Chen, Min & Miao, Yiming & Hao, Yixue & Hwang, Kai. (2017). Narrow Band Internet of Things.
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. FEBEMSEE

HNERR RS iz E=TE BERE
RFID ZINER 100Bps - 1kbps+ 10cm - 2m &
NFC 13.56MHz 106kbps - 848kbps 0 - 20cm &
Zigbee 2.4GHz, subGHz 250kbps 10m - 75m &
Z-Wave subGHz 40kbps 30m - 100m &
Bluetooth/BLE 2.4GHz 1-3Mbps 10m - 300m &
WiFi 2.4GHz, 5GHz 54Mbps-9.6Gbps BEKE5 1%
2G/3G PEEIMER 10Mbps 2km - 10km =
4G IR 100Mbps Tkm - 3km =
5G IR 10Gbps BKK5 =
LoRa subGHz 50kbps 15km &
NB-loT PEEIMER 200kbps 2km - 20km 1%
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n (EHRERXRI RN RN
0 HTTP (HyperText Transfer Protocol, FBINANMEHITNNY)
0O FTP (File Transfer Protocol, S/&AEHIMNY)
0 RER:
& MNAERTREZIRIZE
& TN EERTTEAR
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s PIERKFEUCGRIY . MQTTERBAFIENIEH (Message
Queuing Telemetry Transport)

l HTTP l l MOTT ]
o RSN o SN
O BRI MR O 1R/ &iRD
O ER[aiERE O X [a)iERE
O XSS ZBItRLF UEER N O (N T FRREERSK
0 FEMTATRSSENRS 0 ERFYRREEER
0 NERAFEEZIRRE SERNEISMILE

0 BFRTEREERGE S 0 iRRRIEE(RH (QoS)
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MAETHXES: MQTTI/HY

EX : BEEFIEN{EHMQTT(Message Queuing Telemetry Transport):
—METEM/ATARIIEERENNNY, RESHSERAH.
5= B, 5RO, BIER. MOTT{EHEFERTCPIZHA]
FEMBERE, BEEFITREE.

iH 2V Broker: MQTTIRSS2:, AILAR— T NARRRFE—8IRE, I
THRRBEINIREEZIE.

FfiTopic: EZEZ—MAERBRENGTS, ZinkSIRG 8509115
AR, IRBesSKERARXEETT IR ERENE = i,

N FESCAA: EBRNZE{a]RY FeEE AR,

s -0

O i
erEEs ||| | —=

|

3
‘T"*\‘ Ex  JEE. X
(= B

S&+E
oy — = Ler5
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MAEMDNEER: CoAPHY

m CoAP

0 CoAP (Constrained Application Protocol, SZPRFEIAIMNBIMY) 2
— M ETHRRRZRIZEAIEEMNY.

0 XA "“iEk-a” 8, sTLIRMEAAHTTPIMYAEARA, X
FFget. postZFINge,

O XBl: HTTPRHETCP, COAP{ERUDP,

A
R
O XNEE(E Request/Responses 15 3K/[5] &

0 B2, KFE
O {&mEERUPDHMY

Messages JH 2.
UDP
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MQTTFICoAPIIEL

MQTTHMY {EFR &R AT R

ClientZ [B/EEZ1BAVERIT RN ;

81, CoAPHMY(ERIENR/MRIREY,;
MQTTEREFTCPRIKIER, CoAPIMNEETFUDPLIER,;
MQTTIEIFEIEEEERNS TSN, CoAPHMYZEServer]]

FHIE MQTT CoAP

(EREY TCP UDP

BSIEE 1T/ R K /IR
BEMRIEN —¥g—. —XE. EX— —3d—

gEsE MQTT CoAP
BEEL k) 2ANFTS INFTS

CIEE: 3#QoSER AFPEE 2SR
AN = St E5RS
ZeH SREN, BIfEFATLS / SSL DTLSHEXIPsec
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g\ : Mirail’llzk

= Mirai: HIEH "RK" HIERE. BERGIREMNE LAHZEREFIR
&=, BN =R G IR ERS R,

=4 20165108, EEEEHRFITIRSEDYNEZREWERMIZ

FHIDDoSK T, FSEIRIZREIEAMIREEENRS.

n WEFR: FEEZEENLGIAIERFIFF, 81&GitHub, Twitter,
Reddit., NetflixF]AirbnbZs,

[ |
[linl
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! Average

Rplatvee IPvE utlization observed using ICMP Mg requests Source: Cama Botret

Source:
Carna Botnet Census of 2012
http://census2012.sourceforge.net/paper.html




How Did Mirai Work?

DDoS Attacks of October 21, 2016

9 Bots o Loaders

.STEP 0 o C2 Server e Attacker
DDoS service sold to users who STEP 1
send attacks via C2 API o ] 0 Scanning Victims O Malware Distribution
Attacker maintained a long lived o
connection to the report server via TOR 0 DDos Victims 0 Service Users
0 Report Server
\ STEP 3
Susceptible victim IPs

o are sent to loaders
STEP 6

Bots communicate with STEP 2 STEP 4
a C2 server who's Successful scan results Loaders log in to victim devices and
IP changes over time sent to reportserver instruct them to download Mirai malware

Victims download and run Mirai
malware to become bots

DDoS Victim Bots perform DDoS attacks \ Q: Why those Victims can

and Telnet default credential scans

STEP 7 be turned into bots?

Reference: Mirai Botnet - William Favre Slater, 111



How Did Mirai Work?

DDoS Attacks of October 21, 2016

DDoS Attack from hacked loT Device

Attack vector | -1 Attack
Compromised 11 6‘—»
Control Server I
l
Man-in-the-middle [ | s _=»
Insecure communication I
attack l Launch DDoS Infected loT
: I attack Devices:
1) Launch DDoS
Corrupt firmware | | 3 Send data to Attacks
Wit hacked indate i Vulnerable firmware unauthorized 2) Report data
I control server 0 C2 Servers
Hack through I ‘e I 3) Infect other
Poor authentication
default password [ : lnfezte:gbeesr loT loT Devices
e : Compromised OS & tools | | I
0
Hack device through [ - |
JTAG & open ports | | lnwsec_u_r_e chlpsets I
1 .
[ loT device :
‘-------------

Reference: Mirai Botnet - William Favre Slater, 111
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Mirai Botnet3E;&

.......

Source:https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html

Greendara

Figure 2: Geo-locations of all Mirai-infected devices uncovered so far

Vietnam
Brazil
United States
China
Mexico
South Korea
Taiwan
Russia
Romania

Colombia

12.8%
11.8%
10.9%
8.8%
8.4%
6.2%
4.9%
4.0%
2.3%
1.5%

Country % of Mirai botnet IPs
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https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html
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O AEGE

» YPEXRGBFRABER, B "WEBAR" AECHIGE

» REEARESXNEMSHRIRNOLEINE, EErIgEXFEsRER
HIARSSEREAENIANER, aEpHIRS s, SURERSERS

s RERMAMNERT, trJLARENBRTIEREERE. Haueg, &
O e
s WEE T YEAMMEEESBE /M TG
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s IGEEBER
O {RERE
s BAWEENMEREIETBIRABFINE, SKaFIABIRES.
SRGHE— IR
s 20, WEEFERiREOREEAIVEHIZSHHERN WO, mOEEe
fa, WHEEE=ERIEFBEEAmEIE
O i8I

o REFNAINEE T CBERIANIR, HTERMEAME R E T iET
ZEEEERIN. MR, BREFREED

o IS0, #WMiraifiSER AWM RS ENREIREESRIAIEINR
O PHERERIIE

» BUIHERREEERFAERIT ARG, flNERRSEE

o Ef: Miraiz5 7 EtXIFI0K. FIELET., SERIDSIE
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u I&EIE%
O (E2iltiE
» WHSHEEHIENTR, BEEERAFIIEEENRRERIMTE,
SIEE NIRRT, MEENEE

O IBRIRH

» WHEALIRIRIERFN—RAFHIMREEEERNVR, SFER
RIETAR DR, ENES

O EE@BEE’z

S NIHIER I BB P RERERS BE AX 0T, BISZIERMIER M IR EEHY
EfSEE R

O hEsix

o " B—NEER IS, BRI IRAYE R, MR
Z ERrEERIEdE, BRRRSGER, SFEENNE. ERES
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IRIRILE (Sniffing attack): INEEBEIIFEN T EaIE, 5

A TE LS GBI SR BT, MESIRRIEE—
AN ST, WA mELaTiaEeh, (NFEEiH

IR R ERIEE

BERIRETIR: 728 ZNEs T TR LS AT IRRIG

BREARRET:

e  Wireshark: MEIMNOHTN, H
TSR DTSR

* Tepdump: pITLE, BT 5
SRAD RO _HEmpEtEe %

* Ettercap: 335 AILTERIMIZE
ST LR, s NITIRIR. £0EE

Y

TENTFRIE, 3 A
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n Zfl: GSMRZISIRIR(GSM Sniffing) 2 —HMIRIRRIE(ER
Y75
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GSMIBYZEIRR: Bt
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PIEABEERZE—HREAKE

m FA[E] A& (Man-in-the-middle attack): INTEHE SEFBIMiR
o RIBIEIRIIRIBR R, FARMERIRIREEE, FE@E IR
INAMB(]EEEE T — M ARRIERESNY D EEXTE, (B5sLE
BANERHINGEE 2T

m [B]p: Diffee-HelmantM¥ FRIFE] AN

R WEHEES "RER MBHREUEE—XNERBED

REIMACHEHE, REEFH NS EEFRCRT S AR
S 4 1335

JRUAGIE i

=X
hEAKRE A A

— == §+ Nfr L . N o g
AN P IEIE FOE A
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PIEABEERZE—HREAKE

- ﬁwu: EEJJE‘F&%I' 'EiEAIQE HRER RS RTU
ANEEMERELLAE, WE [~
. WORE. AENEE T
s RE %
R SR AR AR e
RS i S R B AR
MBI, BIREAKE L
FRREBEHACHORINE )34 et AT s (B
. = T
1

2 L P H P
R OmRERSETRS, 0
EAFE S R IR IS IR A =
B3, HIMEEANRAREIREET
FE M FREY R AR 7R
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PEANIE(ERZ S —RDRFIE

n RJEEBrute-force attack): INEHEE R G AHSFERI8ERINK
F2FEE, SHEHEERRBER, BWERFPIIKF.
PR (R

n 2551

SSHEZVENAEEM ENETENiY, BATEERSIENHE
MR AR SF IR L S RN

SSH (Secure Shell) AWM. EBLinuxESEEL LSEFFER
—MINEIT A, ESERKNTEHET I Telnet, Ftp. SmtpFERFHY
ERRES T

FRBEF SIS FIFA R IR STHEIGE
SURERRENZE ETEEEE

IR TGS E
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YIEAREEE S E’X%Iﬁlfﬁ

n HRIRINE (Spoofing attack): EAHRINEENZRMSIALR, LIER
JRERER R, ISZLJ_JL,LZEEY_ ARIERBIMEEEF,
BIaNMNEE. (EmENNAEEZEYEE.

n 55 B EINFERRE . WEEBRER EIBXTHY

E&%W% BB EEFIRNSPRINEKIRE, ARIGER

44




" SN
PIEAMB(ERZ S —EMINE

D EWI&E(Replay attack): ITHE &% BRSSO AIEN

IBEASES, FAFHRAFNERN, FERFEMIADIE,
I AERYIERRE

n Z: RFIDEWNEPHELEEFIFHUSRP, HackRFEINEIZ
7, ENREES LRSI RER, ARBETHXEHIESA
THRHTERNSE, KBUEANS OIS EEECHERMER
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YIEARE(EE S

FeB ARSI

B 48RS I (Denial-of-service attack): B3 [0 BingZEIR
FeaFiEARERNBK, BEBRERFENAERE (WMNEHERE.

QIREEN. RFEE) |, BEEAPLEDRXERE, BiYEL
ToPRERME AR iR Bl N R AV PR S5 R R IR B B M B RIR T AHE

TRERRIA R

P B—RKFEEBRIRSBINGE (BB—DoS) Mo HmNiELAR

ST (DDoS)
& i

MEAERBIE: ICMP HZ2I4EE. UDP #iZ2INEH
NI EE: FIBRtMYRIERREING B, FIRISYNHZIT &IE

RKEMTCP SYNBEXEB(BARZM
FAER

BFiT

2, SHBFRSHRR
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YIEARiBER E—n HVIEBIRSSINE

n SHIVIEEAIRSS (DDoS) IWE: BEEREFNFIAZSINZEITEL
BiReE (BERA "EFNS" ) ASHHERRSKE
m 555l

YIERPIIRIATEK (MadloT) INTE: INEE A LUBTEEIHIMIER
Wi e IR TI RN AV IEFIETT

Madlo TIR T Al SE R MIIERAIRE. SLRHIEEERIKIES

B )
BEIZH A

YIBRPIRINEKRIZE (MadloT) ~EE

47
Saleh Soltan, et. al., BlackloT: IoT Botnet of High Wattage Devices Can Disrupt the Power Grid, USENIX Security’18



PIEX g5

s I (Jamming attack):

{518

EX: BYHANELRBEEE, fF
HABSHITIER SRR ARG AT,
FIKENAREETRZ TR
FIER— I BRI TESIAEFE
KOETRAYSCIR, BRIRTINE A% E
(5, BEBICRREREA LIRS,
2B LEERI & ASE A SRSt B n
SO BTSRRI R e B,
25, (FEAGNAZIIZREYD

BEREMFEAER: MIEEEEERNFFIE

ERE—TINIE

© FHXEA
=

FHX
I

FHREREE
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PEAMBE SR —ESEINE

=

S1BI&E (Side-channel attack)

EX: FIEETNEBERSIYIELIRENEEN—F T
FEE, MEALY BREIF BRI, BYE. hE. YBESYES
I
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s EFREEEEREJITU)EIIIE
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ME 7 RetNERE = 2kS, 85!

O ifaj#HE] (Access control)
O JNZHLE  (Encipherment)
O #9F% % (Digital Signature)
O ZETEM (Data integrity)

0 TAUEAZHR (Authentication exchange)

O REEF (Traffic padding)
0O S (Routing control)
O 23uE (Notarization)

https://www.itu.int/rec/T-REC-X.800/en
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m JEM : Internet Protocol Security (IPSec) EIETFHITERS
{RuE{EInternet_H{EXAVEIEIRTT D ANNZFDIAUE M TR
IPTMY I E YR, 2 —SLEBRERAIMMYIES

s B AMNSEAERERFNZERSS, SREUETE
£, FEEEME. %'153\1)\&%!] BrlEE I T

n R IPSecRREAR—MMY, MR — M FAIMMYER
m [PSeciEZREEGIE:

0O TAUESLTMY (AH: Authentication Header)

O FELZEFHTMY(ESP: Encapsulating Security Payload)

0 REXREAIMY(SA): EXERNIIEFDAER ZRE S8
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Protocol ¢ Published & Status $

SSL1.0 Unpublished Unpublished

SSL2.0 1995 Deprecated in 2011 (RFC 6176 &)
S SL SSL 3.0 1996 Deprecated in 2015 (RFC 7568 &)

TLS 1.0 1999 Deprecation planned in 20200111

TLS 1.1 2006 Deprecation planned in 2020017]

TLS 1.2 2008

. Ex TLS 1.3 2018
O SSL(Secure Sockets Layer): ZEERFEZ

O B#R: SSLIMYAL T TCP/IPHMY SHZ TN AHEVMYIANFTP,  Telnet
FZI8), AEFmMRSSREELLTEMNTCPER, RENH
TR NEUETENE, 2%

0 i MRS HINEEMERIRZ

m SSLIG4EE: TLS
0O TLS: Transport Layer Security, BMERIEZE MY

O TLSHUIEZESSSLEARER, BEAEOSHEERIN FAEFITCP/IPHE
BREmE a7, SEENNARMERIRIITES

62



"
SSL

n MNERALE (Bl TZEFRIEIR)
SSLIB[EEEZXANNZEERRERZE, TERMNUEPDEMN:
O PR ATFEFPimSIRS S ZAEEFIIIREFIAUE, SSLE
BERIITRINEE A REMSIERTH, ERSEURSA
O MBERZE: XWEWEBUBRHITINE S, EHSABDES 64, AES

128/256%%

0 iERIEMAO)EZE: AT
BFEMDS5. SHAZ
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s BEFNYEEZFIRRSEASSLIEEBEERBENE— N FY
n SSLAFIRS S IEPintEEISIE, HRENEZEfIMACE XA A,
FASR{RIPESSLIC R P ARSI 2514

. 1. Client Sends Hello, Cipher Suite, & Client Random
Client : > SSL
Se rver 2. Server respond back by sending the server random & SSL Se rver
certificate (Private Key)
3. The Client verifies <
the SSL certificate
information 4. Pre-master key generated using the Public Key 5. The server

verifies client
> certificate (if

required)
6. Pre-master key decrypted using the Private key
>
7. A Master Key or Master-secret is in place now 1
< > ~—
8. This master key is used for encryption & decryption
<

@ SSL Handshake Process

EFMNRAZE]
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0 ZFium AIEARSS 88 RAVIET
= Stepd: FRIRAIXIEBSTTERA
O ZEFinARSERAIBEMIUCERH, FSEFIER—REALIRSS
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0 IRSS=RIGIEEFiRIEDR, FHRBSMRFEIcEEH
m Step7-8: MERZIAIRILFIRBI NIRRT
O FZINEEZSE, FEINSERERNSFRE R TINEZRIEE
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n EN: BYALLEENN (Hyper Text Transfer Protocol over
Secure Socket Layer), LASSL/TLSEN ZEIBIE, INEREUE
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(RIPRHREUERIRSFA S T2 M
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